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The Options Clearing Corporation (“OCC”) hereby submits this partial amendment,
constituting Amendment No. 1, to its proposed rule change SR-OCC-2023-003 (the “Initial
Filing”), in which OCC proposed new sections (d) and (e) to existing Rule 219, which Rule
subsequently was renumbered to Rule 213. The Proposal requires Clearing Members to notify
OCC about the occurrence of a “Security Incident”, and in the event of a disconnection from
OCC, obligates the Clearing Member to provide an attestation to OCC before reconnecting.
OCC intends to amend Proposed Rules 213(d) and 213(e) to clarify the definition of the term
“Security Incident”, the threshold conditions for disconnection of a Clearing Member, and the
process for a Clearing Member’s reconnection.

As originally proposed in the Initial Filing, Proposed Rules 213(d) and 213(e) are as
follows:

(d) Occurrence of a Security Incident. A Clearing Member must notify the Corporation
immediately, and shall promptly confirm such notice in writing, if there has been an incident, or
an incident is occurring, involving a cyber-related disruption or intrusion of the Clearing
Member, including, but not limited to, any disruption or degradation of the normal operation of
the Clearing Member’s systems or any unauthorized entry into the Clearing Member’s systems
(“Security Incident”). Upon such notice, or if the Corporation has a reasonable basis to believe
that a Security Incident has occurred, or is occurring, the Corporation may take actions
reasonably necessary to mitigate any effects to its operations, including the right to disconnect
access, or to modify the scope and specifications of access, of the Clearing Member to the
Corporation’s information and data systems.

(e) Procedures for Connecting Following a Security Incident. After a Clearing Member reports a
Security Incident, upon the request of the Corporation, the Clearing Member must complete and
submit a form that describes the Security Incident and includes required representations as
determined by the Corporation (“Reconnection Attestation™) and an associated checklist that
describes remediation efforts and provides required information as determined by the Corporation
(“Reconnection Checklist”), both as provided by the Corporation from time to time.

OCC is submitting this partial amendment in response to comments received on the scope
of the proposed definition of “Security Incident” and potential conflicts with other existing and
proposed Securities and Exchange Commission (“SEC”) rules. Accordingly, OCC has
determined to clarify what constitutes a Security Incident for purposes of new Rule 213(d). Such
clarification would specify that only occurrences that have an impact on OCC’s system(s) and/or
operations are considered a Security Incident. In addition, OCC proposes to clarify that a
Clearing Member must notify OCC if the Clearing Member becomes aware or should be aware
that such incident has occurred or is occurring.

OCC also is submitting this partial amendment in response to comments about (i) the
requirement that Clearing Members provide immediate notice of a Security Incident to OCC, (ii)
the standards OCC would apply when determining whether to disconnect a Clearing Member
from OCC, and (iii) the process for reconnection following a Security Incident that results in
disconnection.
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As a systemically important financial market utility, and the sole clearing agency
providing clearing services for listed options in the U.S., it is vital that OCC’s clearing systems
remain functional and unaffected by Security Incidents. Any risk or threat to OCC’s system(s)
or operations could have a severe impact on the listed options markets. Therefore, time is of the
essence with respect to any notification by a Clearing Member of the occurrence of a Security
Incident. OCC intends to provide a dedicated OCC email address directly to Clearing Members
for use in notifying OCC of a Security Incident, but without specifying the form of the notice.
Accordingly, a Clearing Member can share information they believe is relevant, and OCC can
follow up directly with the affected Clearing Member as needed.

Because of the innumerable circumstances that could lead to a Security Incident, OCC’s
determination to disconnect a Clearing Member will be based on the facts and circumstances
related to any specific Security Incident. Accordingly, OCC may consider any one or more of
the following in determining whether or not to disconnect a member: the potential loss of control
by a Clearing Member of its internal system(s), the potential loss of OCC’s confidential data, the
potential strain on or loss of OCC’s resources due to OCC’s inability to perform clearance and
settlement functions, and the overall severity of the threat to OCC’s security and operations. It is
OCC’s belief that not all Security Incident notifications will result in a Clearing Member
disconnection. Finally, OCC also added clarification that in the event of a disconnection, a
Clearing Member will remain responsible for its obligations to OCC, e.g., a Clearing Member
remains responsible for the payment of margin to OCC.

With respect to the process for reconnection following a Security Incident that results in
disconnection, OCC proposes to clarify that only in the event OCC disconnects a Clearing
Member will the Clearing Member be required to complete the Reconnection Attestation and
Reconnection Checklist. OCC also made additional edits to clarify the process for reconnection.

The text below reflects the proposed changes to the originally proposed Rules 213(d) and
213(e) in the Initial Filing. Underlined text indicates new text, and strikethrough text indicates
deleted text.

(d) Occurrence of a Security Incident. A Clearing Member must notify the Corporation
immediately, and shall promptly confirm such notice in writing, if the Clearing Member becomes
aware or should be aware that there has been an incident, or an incident is occurring, involving a
cyber-related disruption or intrusion of the Clearing Member’s system(s) that is reasonably likely
to pose an imminent risk or threat to the Corporation’s operations. Such occurrence may include,
but is not limited to ireluding,but-nettimited-te, any disruption or degradation of the normal
operation of the Clearing Member’s system(S) or any unauthorized entry into the Clearing
Member’s system(S) that would result in loss of the Corporation’s data or system integrity,
unauthorized disclosure of sensitive information related to the Corporation, or the inability of the
Corporation to conduct essential clearance and settlement functions (“Security Incident”). Upon
such notice, or if the Corporation has a reasonable basis to believe that a Security Incident has
occurred, or is occurring, the Corporation may take actions reasonably necessary to mitigate any
effects to its operations, including the right to disconnect access, or to modify the scope and
specifications of access, of the Clearing Member to the Corporation’s information and data
systems. In determining whether to disconnect a Clearing Member, the Corporation will evaluate
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the facts and circumstances related to the Security Incident. The Corporation may take into
consideration a number of factors, including, but not limited to, the potential loss of control by a
Clearing Member of its internal system(s), the potential loss of the Corporation’s confidential
data, the potential strain on or loss of the Corporation’s resources due to the Corporation’s
inability to perform clearance and settlement functions, and the overall severity of the threat to
the security and operations of the Corporation. If the Corporation determines that disconnection
of a Clearing Member is necessary, the Clearing Member must continue to meet its obligations to
the Corporation, notwithstanding disconnection from the Corporation’s systems.

(e) Procedures for Connecting Following a Security Incident that Results in Disconnection. After

a-Clearing-Memberreports-a-Security-tcident In the event OCC disconnects a Clearing Member

that has reported a Security Incident, upon the request of the Corporation, the Clearing Member
must complete and submit a form as provided by the Corporation that describes the Security

Incident and includes required representations as-determined-by-the-Corporation (“Reconnection

Attestation). The Clearing Member also will be required to complete and an associated checklist
as provided by the Corporation that describes remediation efforts and-providesreguired
information-as-determined-by-the-Corporation (“Reconnection Checklist”)-beth-as-provided-by
the-Corporation-frem-time-to-time.

The partial amendment would not change the purpose of, or statutory basis for the
proposed rule change. All other representations in the Initial Filing remain as stated therein and
no other changes are being made.




