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SECURITIES AND EXCHANGE COMMISSION

WASHINGTON, D.C. 20549-4561
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- Martin P. Dunn 10011142 Act: l q 5 L+
O’Melveny & Myers LLP x Section:
1625 Eye Street, NW Received SEC Rule:  TFa-4
Washington, DC 20006-4001 Public ,
Re: ~ Yahoo! Inc MAR 2 & 2010 Availability:___5-24- 10
Dear Mr. Dunn: Washington, DC 20549

This is in regard to your letter dated March 23, 2010 concerning the shareholder
proposal submitted by the Linda Jacobs Financial Services Retirement Plan for inclusion .
in Yahoo!’s proxy materials for its upcoming annual meeting of security holders. Your
letter indicates that the proponent has withdrawn the proposal, and that Yahoo! therefore
withdraws its February 9, 2010 request for a no-action letter from the Division. Because
the matter is now moot, we will have no further comment. '

cc: Conrad MacKerron

Sincerely,

Gregory S. Belliston
Special Counsel

Director, Corporate Social Responsibility Program

~ As You Sow Foundation
311 California St.
‘San Francisco, CA 94104



From: Conrad Mackerron [mack@asyousow.org]

Sent:  Monday, March 22, 2010 7:10 PM .

To: shareholderproposals; clai@yahoo-inc.com; tricia@yahoo—inc.cdm
Cc: Anne Toth; Jonas Kron; Michael Connor

Subject: Withdrawal of shareholder proposal

To Whom It May Concern: N
As You Sow filed a shareholder proposal in January 2010 on behavioral advertising at Yahoo! on
behalf of Linda Jacobs Financial Services Retirement Plan, a beneficial shareholder of Yahoo!
stock. '

We have initiated a positive dialogue with Anne Toth, VP Global Policy and Head of Privacy. Mz
Toth has informed us of her intent to engage in an ongoing dialogue on these issues with As You
Sow and our colleagues at Trillium Asset Management and Open MIC. We believe this is a good
faith representation of intent by the company to work with us in regard to our concerns about
privacy and behavioral advertising. Therefore, we are hereby withdrawing our shareholder
proposal. : :

Sincerely,

Conrad MacKerron '

Director, Corporate Social Responsibility Program
As You Sow Foundation

311 California St., San Francisco, CA 94104
Phone: 415-391-3212, ext. 31
Web:_www.asyousow.org

3/23/2010
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O’MELVENY & MYERS LLP

BEIING : 1625 Eye Street, NW NEW YORK
BRUSSELS Washington, D.C. 20006-4002 SAN FRANCISCO
CENTURY GITY SHANGHAL
TELEPHONE (202) 383-5300
HONG KONG SILICON VALLEY
. FACSIMILE (202) 383-5414
LONDON WWW.OmMm.com SINGAPORE
LOS ANGELES : TOKYO
NEWPORT BEACH
1934 Act/Rule 14a-8
March 23, 2010

VIA EfMAIL (. sharéholdemroposals@sec.gov)

Office of Chief Counsel

Division of Corporation Finance

U.S. Securities and Exchange Commission
100 F Street, NE

Washington, DC 20549

Re: - Stockholder Proposal of Linda Jacobs Financial Services Retirement Plan
Securities Exchange Act of 1934 Rule 14a-8

Dear Ladies and Gentlemen:

We submit this letter on behalf of our client Yahoo! Inc. (the “Company”), which hereby
withdraws its request dated February 9, 2010 for no-action relief regarding its intention to omit
the stockholder proposal and supporting statement (the “Proposal’”’y submitted by the Linda
Jacobs Financial Services Retirement Plan (the “Proponent”) from the Company’s proxy
materials for its 2010 Annual Meeting of Stockholders. As You Sow, on behalf of the
Proponent, withdrew the Proposal in an email dated March 22, 2010. A copy of the email
withdrawing the Proposal and of the Proponent’s authorization for As You Sow to act on her
behalf are attached hereto.

If you have any questions or would like any additional information regarding the -
foregoing, please do not hesitate to contact me at 202-383-5418. Please transmit your
acknowledgement of the withdrawal of the Company’s request by fax to me at 202-383-5414.
The fax number for the Proponent is 415-391-3245 : .

Sincerely,

e A o

Martin P. Dunn
of O’Melveny & Myers LLP
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Attachments

cc: Conrad MacKerron
Director, Corporate Social Responsibility Program
As You Sow

Michael J. Callahan, Esq.
Christina Lai, Esq.
Yahoo! Inc.



Toton, Rebekah

From:. Conrad Mackerron

Sent: Monday, March 22, 2010 .7:10 PM

To: ~ shareholderproposals@sec.gov; Christina Lai; Tr:c;a Lin
Cc: Anne Toth; Jonas Kron; Michael Connor

‘Subject: - Withdrawal of shareholder proposal

To Whom It May Concern:

As You Sow filed a shareholder proposal in January 2010 on behavioral advertising at Yahoo! on behalf of Lind
Jacobs Financial Services Retirement Plan, a beneficial shareholder of Yahoo! stock.

We have initiated a positive dlalogue with Anne Toth, VP Global Pohcy and Head of Privacy. Ms. Toth has
informed us of her intent to engage in an ongoing dialogue on these issues with As You Sow and our colleagues
at Trillium Asset Management and Open MIC. We believe this is a good faith representation of intent by the
company to work with us in regard to our concerns about privacy and behavioral advertising. Therefore, we are
hereby withdrawing our shareholder proposal.

Sincerely,

Conrad MacKerron

Director, Corporate Social Responsibility Program
As You Sow Foundation

311 California St., San Francisco, CA 94104
Phone: 415-391-3212, ext. 31

Web: www.asyousow.org’
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Jan. 7. 2010

Conrad MacKerron

Director
Corporate Social Responsibitity Pro-mm
As You Sow -

311 California St., Ste S50
San Francisco, CA 94104

Dear Mr. ViacKerron:

I heyeby authorize As You Sow to file a shareholder resolution an iny behalf ai
Yahoo Inc. regarding adoption of principles for online advertising.

Lindz Jucobs Financial Services Retirement Plan is the beneficial owner of at least
52,000 of Yahoo stoek that it hae held for more than one year. It will hold tlie
aforementioned stock through the date of the company's annual meeting in 2010.

" We give As You Sow (uil authority to deal, on my bebalf. with any snd af! aspeets of
the aforementioned sharcholder resolntion. I understand my name may appear on
thie corporation’s proxy statement as the filer of the aforcmentioned resolution.

Sincercly,

Reglsicrad R Secrehticy oftered i
Ovebndgm )mmmt neuwaﬁ, YN} awim'tmdu Member NASD SIPC. Pirst Afmalive Finnooal Network, LLC FAURY, speciahzing in socuite reipotsts
ble with tha 3 mé F 0# Cominsion  FAFY w seithot an afitime ner 5 subsidiary of Cambedie.

Califomia !nsurance License .&7676842 & Pited m ecyciod paper
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Februaty 9, 2010

U.S. Securities and Exchange Commission
Division of Corperation Finarice

Office of Chief Counsel

100 F Street, NE

Washington, D.C. 20549

Re:  Stockholder Proposal of Linda Jacobs Financial Services Retirement Plan
Securities Exchange Act of 1934 Rule 14a-8

Ladies and Gentlemen:

We submif this letter on behalf of our ¢client Yahoo! Ine., a Delaware corporation (the
“Company”), which requests confirmation that the staff (the “Sraff”) of the Division of
Corporation Finance of the U.S. Securities and Exchange Commission {the “Commission™) will
not recommend any enforcement action to the Commission if, in reliance on Rule 14a-8 under
the Securities Exchange Act of 1934 (the “Exchange Act”), the Company omits the enclosed
- stockholder proposil (the “Proposal”y and supporting statement (the “Supporting Statenient”)
submitted by the Linda Jacobs Financial Services Retirement Plan (the “Proponent”) from the
Company’s proxy materials forits 2010 Annual Meeting of Stockholders {the “201 0 Proxy

Materials™).

Puirsuant to Rule 14a-8(j) under the Exchange Act, the Company has:
+ enclosed herewith six eopies of this letter and its attachments;

s filed this letter with the Commission no later than eighty (80} calendar days beforethe
Comipany intends to file its definitive 2010 Proxy Materials with the Commission; and

s concurrently sent copies of this correspondence to the Proponent’s representative, Conrad
MaeKerron at As You Sow. v
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A copy of the Proposal and Snpporting Statement, the Proponent’s cover letter submitting the
Proposal, and other correspondence relating to the Proposal are attached hereto as Exhibit A.

4 SUMMARY OF THE E?ROPOS%L

On January 7, 2010, the Company received a letter from the Proponent containing the
Proposal for inclusion in the Company’s 2010 Proxy Materials. The Proposal states:

“RESOLVED: Shareholders request the Board adopt, by August 2010, a set of principles
for online advertising that goes beyond current Company statements and addresses the
collection of sensitive information about health, finances, ethnicity, race, sexuai
orientation, and political activity for the purposes of behavioral adv ertising.”

The Supporting Statement discusses behavioral advertising practices and the Company’s
commitinent to mainitaining its users’ trust regarding the Company’s privacy practices. The
Supporting Statement then récommends that the Cempany “give serious consideration to
adopting a policy of seeking prior consent of users” in relation to its behavioral advertising.
Additionally, the Supporting Statement references a “Leg;slatw Primer” titled Online
Behavioral Tracking and Targeting Concerns and Solutmns_ (the *“Primer”) and states that the
Company “should adopt online advertising principles incorporating its recommendations.”™

I,  BACEGROUND REGARDING THE COMPANY'S PRIVACY POLICIES AND
BEHAVIORAL ADVERTISING

The Company has been an industry leaderin developing privacy-friendly tools for users
ofits owned and operated online properties and services, such as the Ad Interest Manager and
persistent opt-out. Through th ‘Ctsmpany s online Privacy Center, users can access the Ad
Interest Manager to set and modify the inferest-based advemsmg settings that are applicable
‘while they are accessing the pages of the Company’s websites,* The Ad Interest Manager also

- permits users to opt out of interest-based advertising altogether. The Privacy Center is linked to
nearly every page-on the Company’s website. The persistent opt-out feature enables a user’s
setfings to apply to interest-based advertising served by Yahoo! both on and off the Company’s

! ?repared by ihe Canter fer I)J,gﬂ:ai Democracy, Consumer. Federation of America, Consumers Union,
Consumer Watchdog, Electronic Frontier Foundation, Privacy Lives, Privacy Rights Cleatinghouse,
Przva;;y Times, U S. Pubtic Inferest Research Group, and the World Privacy Forum, available ot

‘org/uploads/s6/9h/s69hTviWnmbOIE-V2uGd4w/Online-Privacy-—-Legislative-

Primer.pdf (Sep. 2009) andattached hereto.as Exhibit B,

? The Ad Interest Manager tool surfaces the foferest categories i shich the Company has placed & gser and
allows the user to opt-out of that category or all interest-based advertising (i.., advertising based ondata
gathered about a user from the types of websites that a user visits and the advmrsemenia on which auser
clicks) served by the Company. The fool also displaysinformation about the types of searches and activity
on'Yahoo! that has led to those conclusions. The user canialse see what technical information the
Company has about the computer: See

hitp:/finfo yahoo.com/privacy/us/yahoofopt_outitargeting/details.html. The Company is unaware of any
other company providing users with this level.of transparency and control around data used for online

behavioral advestising.
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network of'websites and associates the settings with 4 user’s account so that they persist across
various devices and browsers used to dccess Yahoo!.® The Company also has adopted an
industry-leading policy regarding de-identification of its log file data (including user searches,
page views, page clicks, ad views and ad clicks) at or before 90 days, with limited exceptions to
help fight fraud, secure systems, and meet legal obligations.

The Company is engaged in discussions with the Federal Trade Commission (the “FTC™)
and méustry grou;;s regardmg standards for behavioral ad» ertlsmo :md pnvacy In July 2009

Gounml ot Betwr Busmess Bureaus to deveiop scit-regulatory prmczpies for online behaworal
advertising, which it is implementing at the Company.” The Company also adheres fo the 2008
updated self-regulatory code of conduct for online behavioral advemsmg developed through a
public process at the Network 2 vemsmg Initiative (the “NAF”).> The Company also runs a
consumer education advertising campaign, showmg anaverage of 200 million advertisements
per month across its sites'to promote: online privacy awareness.

I  EXCLUSION OF THE PROPOSAL
A Bases for Exclusion of the Proposal

As discussed more fully below, the Company believes that it may properly omit the
Proposal from its 2010 Proxy Materials in reliance on the following paragraphs of Rule 14a-8:

e Rule 142-8(i)(3), as the Proposal is matenaliy false and misleading; and

» Rule 14a-8(1)(7), as the Proposal deals with a matter relating to the Company’s ordinary
‘business operations.

B. The Proposal May Be Excluded in Reliance on Rule 14a-8()(3), As It Is
Materially False and Misleading '

Rule 14a-8(i)(3) permits a company fo exclude a prop ‘supporting statement, or
portions thereof, that is contrary to any of the Commission’s proxy rules, including Rule 14a-9,
which prohibits materially false and misleading statements in proxy materials. Pursuant to Staff
Legal Bulletin 14B (Sep. 15, 2004), reliance on Rule 14a-8(1)(3) to exclude a proposal or
portions of a supporting statement may be appropriate in only.a few limited instances, one of

which is when the resolution contained in the proposal is so inl ‘erenﬂy vague or indefinite that
neither the stockholders in voting on the proposal, nor the company in implementing the

3 Available at http/www. networkadvertising.org/nietworks/principles comments.asp.
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actions or measures the proposal requires. See also, Philadelphia Electric Company (Jul. 30,
1992).

In applying the “inherently vague or indefinite” standard under Rule 14a-8(i)(3), the Staff
has long held the view that a proposal does not have to specify the exact manner in which it
should be implemented, but that discretion as to implementation and interpretation of the terms
of a proposal may be left to the board. However, the Staff also has noted that a proposal may be
materially misleading as vague and indefinite where “any action ultimately taken by the
Company upon implementation [of the proposal] could be significantly different from the actions
envisioned by the sharcholders voting on the proposal.” See Fuqua Industries, Inc. (Mar. 12,

1991).

1 The Propesal is vague and indefinite because it does not adequately
define the term “sensitive information”

The Proposal is vague and indefinite because it seeks for the Company to adopt a set.of
principles for the collection of “sensitive information™ about health, finanees, ethnicity, sexual
orientation; and political activity for the purposes of behavioral advertising. The term “sensifive
information” may be used colloguially to refer to a broad range of information, but there is ittle
consensus within the onlirie advertising industry as to how to define the specific types of
information that should be considered sensitive. Bécauseé “sensitive information™ is undefined, it
is impossible for the Company or its stockholders to determine exactly which information should
be impacted by the principles the Proposal seeks. Moreover, the Primer - referenced by the:
Proponent as a source for those principles it seeks for the Company to adopt - itself states that
“sensitive information should be defined by the FTC. o

The FTC and various industry groups are currently in the process of drafting guidelines
for online advertising that would, in part, define “‘sensitive information™ and provide guidelines
as to what types of “sensitive information” companies should be prohibited from collecting and
using for the purposes of onlinic behavioral advertising. In the meantime, the FTC staff has
pointed to “financial data, data about children, health information, precise geographic location
information, and Social Security numbers” as clear examples of “sensitive data” but
acknowledged that the process of defining the term was “complex and may often depend on
context.”’ The NAI, the leading online marketing industry group, uses the term “sensifive
consumer information™ to refer to the following:

& Social Security Numbers or other govermment-issued identifiers;
¢ Insurance plan numbers;

» Financial account numbers;

© The Primerat 6.

? FTC Siaff Report: Self-Regulatory Principles forOnline Bebavioral Advertising, 44 (Feb. 2009) available
at hitp:/iwww.Atc. govins/2009/02/ POS:MQ@bahavadxe ortpdf.
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+ Information that describes the precise real-time geographic location of an individual
derived through location-based services such as through GPS-enabled devices; and

* Precise information about past, presen{ or potential future health or medical conditions or
treatments, including genetic, genomic, and family medical history.?

Yet the NAT also notes that this definition is to be further developed in a distinet implementation
guideline.® Ulitil the FTC and industry groups are able to provide a clear meaning of the term
“sensitive information,” any definition used by the Company may not be the same as the
definition stockholders would attribute to that phrase in voting on the Proposal. Further, any
definition used by the Company may not be'the same as the definition ultimately adopted by the
FTC and industry groups. Therefore, any principles adopted by the Company upon
implementation of the Proposal could be significantly different from the actions envisioned by

the stockholders voting on the Proposal.

The Staff has previously expressed the view that a proposal urging the board of directors
to take the necessary steps to amend a company’s articles of incorporation and bylaws to provide
that officers and directors shall not be indemnified from personal liability for acts or omissions
involving gross negligence or “reckless neglect” may be omitted under Rule 14a-8(1)(3). See

_Peoples Energy Corporation (Nov. 23, 2004) (reconsideration denied Dee. 10, 2004). In that
letter, the company argued that the “reckless neglect” standard was not defined in the proposal
and a “canvass of lllinois jurisprudence did not uncover even 1 single case or example
describing; definiing or applying a *reckless neglect” standard of conduct.” "The company argioed
that this “undefined and unrecognized standard” rendered the proposal so vague and indefinite
that neither the stockholders vcmng; on the proposal nor the company in zmplementmg the
‘proposal would be able to determine what actions or ‘measures the proposal requires. In
response; the proponent of that proposal pointed to several potential definitions of the term
“reckless neglect’ based upon the “everyday language” of the words asdefined i various
dictionaries. However, the Staff concurred with the company’s view that the proposal could be
excluded in reliance on Rule 14a-8G)(3) as vague and indefinite,

Similarly, the Proposal is premised on the notion that there is 4 commonly understood
definition of “serssitive information™ in the context of behavioral advertising. However, as noted
above, there is uncertainly both within the industry and at a regulatory level as to the most.
effective and comprehensive manner for defining “sensitive information.” Because there is no
commonly understood meaning of this term within the industry and the Proposal and Supporting
Statement do not define this term, the Proposal is impermissibly vague and indefinite such that
neither the stockholders voting on the Proposal nor the Company in implementing the Proposal
would be able to determiné with any reasonable certainly what actions or measures the Proposal
requires. Based on the foregoing analysis, the Company believes that it may propetly omit the

B 2008 NAI Principles; The Network Advertising Initiative’s Self-Regulatory Code of Conduct, 6, available
at hitpfwww. networkadvertising.orp/networks/2008%20NAL %”OPrmmpIgLfm@E %%20for%20Website:pdf.
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Proposal and Supporting Statement from its 2010 Proxy Materials in reliance on Rule
142-86)(3).

2 The Proposal is vague and indefinite because it defines key principles
only by reference to sources outside the Proposal

The Proposal is vague and indefinite because the Supporting Statement states that the
Company should adopt principles incorporating the recommendations set forth in the Primer.
However, the recommendations set forth in the Primer are incorrectly summarized and otherwise
not discussed in the Proposal or Supporting Statement. Moreover, the Supporting Statement
focuses almost solély on the issue of seeking prior consent from users before the disclosure or
use of an individual’s information, oiily one of the many recommendations in the Primer.

In the past, the Staff has consistently agreed that a proposal seeking the adoption.
of standards or principles fhat were not adequately deseribed in the proposal could be omitted
under Rule 145-8(1)(3) as vague and indefinite. See Berkshire Hathaway Inc. (Mar. 2, 2007)
(¢oncurring in the exclusion of a proposal seeking to restrict the company from investing in
securities of any foreign corporation that engages in activities prohibited for U.S. corporations by
“Executive Order of the President of the United States” as vague and indefinite); Smithfield
Foods, Inc. (Jul. 18, 2003) (concurring in the exclusion of a proposal requesting that

technologies and practices to reduce or eliminate adverse impact -of these operations as vague
and indefinite); H.J. Heinz Co. (May 25, 2001)(concurring in the exclusion of a proposal.
relating to the “full implementation” of the SA8000 Social Accountability Standards and
monitored compliance as vague and indefinite).

The Staff agreed that the language of the proposal in Heinz'" was vague and indefirite
because it requested “full implementation of the aforementioned human rights standards”
without clearly describing the standards to-which it referred, Similar to the SA8000 Proposals,
the current Proposal simply requests “a set of principles f ne advertising that goes beyond
current Company statements” but does not clearly describe the “principles” that it issseeking the
Company to-adopt.

Conversely, the Staff has been unable to coneur that a proposal seeking to implement a
set of standards that is well-defined by the proposal and supporting statement could be omitted in
reliance on Rule 14a-8(1)(3) as vague and indefinite. See The TIX Companies, Inc. (Apr. 7,
2003) (denying a request to exclude a proposal seeking the implemeéntation of a code of conduct
based on the five enumerated ILO human rights standards summarized in the supporting
statement). Seealso, Revlon. Inc. (Apr. 5, 2002) (same); Wal-Mart Stores, Inc. (Apr. 3, 2002)
(denying a request to exclude a proposal seeking information about and the implementation of
the company’s own affirmative action policies.and programs). As the Proposal and Supporting

1 Seealso, Kohl’s Corpotatic 13, 2001), McDonald’s (Mar, 13, 2001), Revlon, Tne. (Mar. 13, 2001)
The T) M-.Cqm"é s, Inc, (Mar:. 14 2001) (collectively, with Heinz, the “SA8000 Proposals™).
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Statement do not provide a definition of the standards it seeks to implement, the Staff’s positions
are not applicable to the Proposal and Supporting Statement.

a. The Supporting Statement incorrectly summarizes the Primer’s
recommendations-and fatls fo communicate a clear “setof
principles” for the stockholders” consideration

The Primer referenced in the Supporting Statement recommends that “sensitive
inforfmation” never be collected for “behavioral tracking” -- with or without an individual’s
¢consent. The Primer further states that the collection of “personal and behavioral data™ should
only require prior consent “where appropnate ” However the Supporting Statement conflates
the Primer’s distinction between “‘sensitive information” and “personal and behavioral data” and
incorrectly summarizes the Primer’ s recommendatlons‘ Specifically, the Supporting Statement
states that “the coalition [of leading consumer privacy groups responsible for writing the Primer]
recotmended that personal and sensitive behavioral data not be disclosed, made available or
otherwise used without prior consent of an individual.” Therefore, it is usiclear which standards
the Proposal advocates the Company adopt when it states that “the Company should adopt online
advertising principles incorporating [the coalition’s] recommendations” -- the Supporting
Statement could be referring to either the Primer’s actual recommendations regarding “sensitive
information” and “personal and behavioral data® or the Supporting Statement could be referring
1o its own, materially different, summary of the recommendation it attributes to the Primer. This
failure to indicate which recommendations should be followed for the prineiples the Proposal
seeks the Company to implement renders the Proposal so materially vague and indefinite that
any principles adopted by the Company in an attempt to implement the Proposal could be
significantly different from the actions envisioned by the stockholders voting on the Proposal.

b, The Proposal does not clearly communicate which principles it
requests the Company to adopt

In- addition, the Primer referenced in the Supporting Statement contains more than fifteen
recommendations not mentioned in the Proposal or Supporting Statement, including:

* Protection of individuals even if the information collected about them ¢an only be
distinguished “as a particular computer-user;”

s Not collecting behavioral data from children or adolescents under 18;

+ Collection of only pérsonai and behavioral data that is relevant to the purpose for which it
15 used;

& Specification of the pu‘rpbses for which personal and behavioral data is collected;

o Non-disclosure of personal and behavioral data without the individual’s prior consent or
the authority of law;
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» Implementation of reasonable security safeguards against loss, unauthorized access,
modification; disclosure; and other risks;

« Adoption of a policy of openness about developments, practices, uses, and policies with
respect to personal and behavioral data including the means of establishing the existence
and nature of personal data, and the main purposes of its use, and the identity and main
residence of the data controller;

e Extension of an individual right to obtain the data related to a particularindividual, have
that data communicated within a reasonable time, ‘and to challenge the data;

« Company compliance with law and policies;

e Extension of an individual right of private action with liquidated damages'; and

e Notification of an individual if a company with behavioral of personal data receives a
subpoena, court order, or legal process.requiring disclosure of such information.

Agairi, thie langusage of the Proposal and Supportitig Statement makes it unclear whether the
Proposal is seeking the implementation of principles based upon all of the recommendations
described in the Primer or only the adoption of the principles based upon the recommendations
summarized in the Supporting Statement — that is, the prior consent of users to the collection of
personal and sensitive behavioral data. If the Proposal seeks the adoption of pringiples
incorporating the recommendations deseribed in the Primer -- as the Supporting Statement states
- the Proposal and Supporting Statement do not provide stockholders with a description of those
recorimendations that is sufficiént to permit stockholders to undérstand the matter on which he
or she is being asked to vote. If, alternatively, the Proposal secks only the adoption of a principle
for seeking the prior consent of users, its references to the Primer (and the recommendations
contained therein) render the Proposal materially false and misleading because any action
ultimately taken by the Company tpon implementation of the Proposal could be significantly
different from the actions envisioned by the stockholders voting on the Proposal.

G It is irrelevant whether a stockholder is able to locate the cutside
references that define the key terms in the Proposal

Even if we assume that the Proposal seeks the Company’s adoption of principles
incorporating all the recommendations in the Primer, defining a key term by referencing an
outside source is not sufficient to ensure that stockholders know with reasonable certainty what a
proposal requires. For example; in Boeing Corporation (Feb. 9, 2004) the proposal sought to
amend the company’s by-laws to require that the Chairman of the Board be an independent
director as defined by the Council of Institutional Investors (“CII'"). Although the proponent
argued in Boeing that the standard for independence set forth by the CIl was “widely available”
and that the company or stockholder could “readily locate the definition through the use of a
search engine such as ‘Google,” the Staff permitted exclusion of the proposal because it failed



‘Securities and Exchange Commission -- Febroary 9, 2010
Page 9

to disclose to stockholders the applicable definition of independent director sought by the
proposal.

Similarly, in anumber of ne-action letters, the Staff has concurred with the exclusion
of proposals that request preparation of a report where the report is based on outside standards
that are described in the proposal only by reference to a website. See ConAgr _Foods, Inc. (Jul,
1, 2004) {concntring in the exclusion of a proposal requesting the preparation of a sustainability
report based on the Global Reporting Initiative’s guidelines that provided only a website
reference to the guidelines as vague and indefinite); The Kroger Co. (Mar. 19, 2004) (samey;
Albertson’s, Inc. (Mar. 5, 2004) (same); Lowe’s Companic :
Foods. Inc, (Jul. 18, 2003) (same). The Proposal’slack ¢
recommendations and reliance on a reference to a w
evaluate the merits of the principles the Proposal seeks the Company to implement.

d Conclusion

The Proposal seeks to have the Company adopt “a set of principles for online advertising
that goes beyond current Company statements™ without properly defining for the Company or
stockholders the “set of principles” to which it refers. Just as the SA8000 Proposals sought to
have stockholders suppoit the implementation of the human rights standards described in
SAS000 Social Accountability Standards (but notiin the SA8000 Proposals themselves), this .
Proposal seeks to have stockholders support the Company’s adoption of “principles” based upon
recemmendations that are not adequately described in the Proposal or the Supporting Statement.
It is unclear if the “principles” referenced by the Proposal are; in fact; those included in the
Primer, those attributed to the Primer by the Supporting Statement, or merely the prior consent
principle referenced in the Supporting Statement. The failure to provide stockholders with
adequate guidance on this fundamental aspect of the Proposal prevents the Company and -
stockbolders from understanding with any reasonable certainty the actions sought by the
Proposal and, thus, renders the entire Proposal impermissibly vague and indefinite. Further,
given the materially vague and indefinite nature of the Proposal and Supporting Statement, any
action ultimately taken by the Company upon implementation of the Proposal could be
significantly different from the actions envisioned by the stockholders voting on the Proposal.

3 Conclusion

Based on the foregoing analysis, the Company believes that it may properly omit the
Proposal and Supporting Statement from its 2010 Proxy Materials in reliance on Rule
14a-8(1)(3).

C. The Proposal May Be Excluded in Reliance on Rule 14a-8(i)(7),.4s It Deals

With a Matter Relating fo the Company’s Ordinary Business Operations

A company is permitted to exclude a stockholder proposal from its proxy materials under
Rule 142-8(1)(7) if the proposal deals with a matter relating to the company’s ordinary business
operations. In Commission Release No. 34-40018 (May 21, 1998) (the #7998 Release”), the
Commission stated that the underlying policy of the “ordinary business™ exception is “to confine
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the resolution of ordinary business problems to management and the board of directors, since it1s
impracticable for shareholders to decide how to solve such problems at an annual sharcholders
meeting.” The Commission further stated in the 1998 Release that this general policy rests on
two central considerations. The first is that “[cJertain tasks are so fandamental to management’s
ability to run a company on a day-to-day basis that they could not, as a practical matter, be
subject to direct shareholder oversight.” The second consideration relates to “the degree to ,
which the proposal seeks to “micro-manage” the compirniy by probing too deeply into matters ofa
complex nature upon which shareholders, as a group, would not be in a position to make an
informed judgment.” .

ortantly, with regard to the first basis for the “ordinary business

faiters excepti ommission also stated that “proposals relating to such 1 but

focusing on sufficiently significant social policy issues (e.2. significant diserimination matters)
generally would not be considered to be excludable, because the proposals would transcend the
day-to-day business matters and raise policy issues so significant that it would be appropriate for
a shareholder vote.” ‘

1 The Proposal addresses fundamental management decisions regarding
the Company’s policies and procedures for the handling of customer
information

The Company shares the Proponent’s concems about behavioral advertising and
maintaining individual users’ privacy and; as deseribed above, has numerous policies in place
governing its advertising practices. It hasbeenan industry leader in developing privacy friendly
tools such as the persistent opt-outand Ad Interest Manager, released in Décember 2009.
Moreover, the- Company is working proactively to contribute to ongoing discussions further
developing such policies, However, as drafted, the Proposal relates to the Company’s ordinary
business operations relating to the Company’s practices and procedures for the collection, use,

‘and disclosure of individual users” data.

, The Staff has long recognized that proposals which attempt to govern business conduct
involving internal operating policies and customer relations may be excluded from a company’s
proxy materials pursuant fo Rule 14a-8(i)(7) because they infringe upon management’s core
funetion of overseeing business practices. For instance, in Verizon Communications ne. (Feb.
13, 2009), the company reasoned that it could exclude a proposal relating to the company’s
practices regarding the public’s expectations of privacy and freedom of expression because
“It]he development and implementation of policies and procedures for the handling of customer
information, inchuding the circamstances under which such information may be collected and
lawfully disclosed, is a core management function and an integral part of Verizon’s day-to-day- -
business.” The staff concurred that the proposal could be excluded under Rule 14a-8(1)(7) as
relating to the company’s ordinary business operations. See Comcast Corporation (Mar. 4, 2009)
(same); Qwest Communications International Inc. (Feb. 17, 2009) (same); Sprint Nextel
Corporation (Feb. 17, 2009) (same). See also AT&T Inc. (Feb. 7, 2008) (concurring in the
exclusion of a proposal requesting a report on the technical, legal, and ethical policy issues.
pertaining to the disclosure of customer records and communications content to government
agencies without a warrant and the-effect of such disclosures on customer privacy rights);
Verizon Communications Inc. (Feb. 22, 2007) (same); H&R Block Inc. (Aug. 1, 2006)
(concurring in the exclusion of a proposal secking implementation of a legal compliance
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program with respect to lending policies); Bank of America Corporation (Mar. 3, 2005)
{concurring in the exclusion of a proposal to adopt 2 “Customer Bill of Rights” and create a
position of “Customer Advocate™); Deere & Company (Nov. 30, 2000 (concurring in the
exclusion of a proposal relating to the creation of a shareholder committee to review customer
satisfaction); CVS Corporation (Feb. 1, 2000} (concurring in the exclusion of a proposal seeking
a-report on a wide range of corporate programs and policies); Associates First Capital
Comratmn (Feb 23, 1999) (concumng in the exclusion of'a proposal requesting: that the board

irp. (Feb.
urring / oard of directors review
and amend Chry%siex s‘ code of standards frar its mtemanonai operanons and present a report to
shareholders); Citicorp (Jan. 9. 1998) (concurring in the exclusion of a proposal secking to

initiate a program: m mamtor and report on compliance with federal law in transactions with
foreign entities).

Similarly, the Staff’s.nic-action letters have consistently allowed the exclusion of
proposals related to policies and procedures for protection of ¢ustomer information as basic
customer relations matters and therefore related to ordinary business operations. For example, in
Bank of America Corporation (Feb. 21, 2006), the Staff expressed the view that a proposal
seekmg areporton pohmes and procedures for protecting customer information could be omitted
in reliance on Rule 142-8(i)(7) as relating to ordinary business matters. See also, Bank of
America Corporation (Mar. 7, 2005) (same); Consolidated Edisor Inc. (Mar. 10, 2003)
(concurring with the view that a proposal seeking to govern how employees should handle
private information obtained in the course of employment could be omitted as rclaﬁng fo
ordinary business operations); and Citicorp (Jan. 8, 1997): (concurring with the view that a
proposal requesting a report on policies and procedures fo monitor illegal transfers through
‘customer accounts could be omitted as relating to the conduct of the ordinary business operations
of the company).

Ed

‘The development.and m@lamemahon of policies and procedures for the handling of
eustomer information, including the circumstances under which such information may be
collected and lawfully disclosed, is a ¢ore management function and an integral part of the
Company’s day-to-day business operations. The Company is a leading global Internet brand and

oneof the most trafﬁckﬂd Intemei destmanons worldwx(ie ’Ifh@ 1@%} of pnvacy provxdeﬁ by the

fetam cnstomers Managemmt is in ihe best pcs:tzen to determmﬁ what pohczes and procedures
arenecessary to protect customer privacy and ensuré compliance with applicable legal and
ragﬂidzory tfequirements.

2, The Proposal does not implicate any significant social policy

The Proponent attempts to cast the Proposal as raising a mgmﬁcant paizcy issue” by
referencing a poll on behavioral advertising, noting the FTC’s ongoing work reviewing online
advcrtzsmg practzces and statmg tilat the u.s. Congress is aISQ cons;denng }chslatmn on
ti‘te. U S Cﬁngress. A,s ,siated ab,o.ve_ thﬂé;‘Company is acnveiy followmg and involved with the
work of the FTC and industry groups to define common terms and standards for behavioral
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advertising. However, this work is exactly that -- an industry-specific task to ensure the
industry’s own internal wnmstem;y and gaod governance. Such work does not rise to the level
of a “significant policy issue™ as that term is used for purposes of Rule 14a-8. The Proposal
addresses no-overarching significant policy matter; rather, it addresses only the Company’s
policies and practices relating to its handlmg of customer information. As such, the Proposal
thay be omitted from the Company’s 2010 Proxy Materials in reliance on Rule 14a-8(i)(7) as
pertaining to the Company’s ordinary business operations.

3 Corncelision
Based on the faregomg analysis, the Ciompmy believes that it may properly. omit the

Proposal and Supporting Statement from its 2010 Pr terials in reliance on Rule 14a-8()(7)
as it deals with a matter relating to the Company’s- ry business operations.

V. CONCLUSION

For the reasons discussed above, the Company believes that it may properly omit the
Proposal and Supporting Statement from its 2010 Proxy Materials in reliance:on Rule 14a-8. As
such, we respectfully request that the Staff concur with the Company’s view and not recommend
enforcement action to-the ission if the ngpany omits the Proposal and Supporting
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The coalition recommended that personal snd sensitive behavioral data not be disclosed, mads

available or otherwise used withou? prior consent of an individual, We believe the Company
mu{a aﬂam online advertising principles incorporating its recormendations.
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RESOWVED! Shareholders request the Board adopt, by August 2010, a set of principles for online
advertising that goes beyond current Company statements and addresses the collection of
sensitive information about health, finances, sthnicity, race, sexual orientation; dnd politicsl
activity for the purposes of behavioral advertising,
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Concerns and Solutions from the Perspective of:
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Center for Digital Democracy
Consumer Federation of America
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Electronic Frontier Foundation
Privacy Lives

Privacy Rights Clearinghouse
Privacy Times

The World Privacy Forum
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Executive Summary:

Privacy is a fundamental right in the United States. For four decades, the foundation of U.S.
privacy policies has been based on Fair Information Practices: collection limitation, data quality,
purpose specification, use limitation, security safeguards, openness, individual participation, and
accountability, ’

These principles ensure that individuals are able 1o control their personal information, help 1o
protect human dignity, hold accountable organizations that collect personal data, promote good
business practices, and limit the risk of identity theft. Developments in the digital age urgently
require the application of Fair Information Practices to new bysiness practices. Today, electronic
information from consumers is collected, compiled, and seld; all done without reasonable
safeguards.

Consumers are increasingly relying on the Intemet and other digital services for a wide range of
transactions and services, many of which involve their most sensitive affairs, including health,
Binancial, and other persorial matiers. At the same time many companies are now engaging in
behavioral advertising, which involves the surreptifious tracking and targeting of consumers.
Click by click, consuimers® online activities — the searches they ke, the ‘Web pages they visit,
the content they view, the videos they watch and fheir other interactions on social networking
sites, the content of emails they send and receive, how they spend money online, their physical
using mobile Web devices, and other data — are logged into an expanding profile and

analyzed in order fo target them with more “relevant” advertising,

This is different from the “targeting” used in contextual advertising, in which ads are generated
by a search that someone is conducting oria page the person s viewing af that moment.
Behavioral tracking and targefing can combine ahistory of online aciivity across the Web with
data derived offline to create even more detailed profiles. The data that is collected through
behavioral tracking can, inm some cases, réveal the identity of the person, but even when it does
not, the fracking of individuals and the trade of personal or behavioral data raise many coneerns.

Concerns

Tracking people’s every move online is an invasion of privacy. Online behavioral tracking is
even more distressing when consumers aren’t aware who is tracking them, that it's happening, or
how the information will be used. ‘Offen consumers are not asked for their consent and have no
meaningfull control over the collection and use of their information, often by third parties with
which they have no relationships.

Online behavioral tracking and targeting can be used to take advantage of vulnerable
consumers. Information about a consumer’s health, financial condition, age, sexual orientation.
and oflier personal attributes can be inferred from online tracking and used to target the person
for payday loans, sub-prime mortgages, bogus health cures and other dubious products and
services. Children are an especially vulnerable target dudience since they lack the ¢apacity 10
evaluate ads. '
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consumers. Profiles of individuals, whetheif’ aecurale ornot, can result in “online redlining” in
which some people are offered certain consumer products or services at higher costs or with less

favorable terms than others, or denied access to goods and services altogether.

Online behavioral tracking and targeting can be used to unfairly discriminate against

Online behavioral profiles may be used for purposes beyond commercial purposes. Internet
Service Providers (ISPs), cell phone companies, online advertisers and virtually every business

on the web retains eritical data.on individuals, In the absence of clear privacy {aws and security
standardy these profiles leave indi

identity thieves, child predators, domestic abusers and other criminals, Also, despite a lack of
accuracy, employers, divarce attorneys, and private investigators may find the information
attractive and use the information against the interests of an individual. Individuals have no
control over who has access to such information, how it is secured, and under what

circumstanges it may be obtained.

In order to protect the interests of Atmericans, while maintaining robust ofiline commerce, we
recommend that Congress enact clear legislation to protect consumers’ privacy online that
implements F; fon Practices, While these recommendations are not exhaustive, they
do represent areas in which the leading organizations concerned with consumier privacy are in
consensus. Consumer privacy legislation should include these main points (for more detailed
recommendations, please see the: Legislative Recommendations Primer):

o Individuals should be protected even if the information collected about them in
behavioral tracking cannol be linked to their names, addresses, or other tradifional
“nersonally identifiable information;” as long as they can be distinguished us a particular
computer user bused on their profile. :

«  Sensitive information should no

largeting, Sersitive information should be defined by the FTC and shouid mclude d

- about bealth, finarices, ethricity, race, sexual orientation, personal relationships and
political activity.

o Nobehavioral data should be collected or used from children and adolescents under 18
fo the extent that age can be inferred.

o There should be limits to the collection of both personal qud behavioral dota, and any
such data should be obtained by lawful and fair means and, where appropriate, with the
knowledge or consent of the individual.

o Personal and behavioral data should be relevant to the purposes for which they are to be
used.

o The purposes for which both personal and behaviorol data are collected shoudd be
specified not later than at the time of data collection and the subsequent use {imited to the
Fulfillment of those purposes, and with any change of purpese of the data the individual
muyst be alerted and given an option to refuse collection or use.
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& Personal and behavioral data should neot be disclosed, made available or otherwise used
Jor purposes other than those specified in advance except: ) with the consent of the
individual; or b) by the authority of law.

o Reasonable security safegiiards against loss, unéthorized dccess, modification,
disclosure and other risks should protect both personal and behavioral dota;

o There should be a general policy of openness about developments, pira wuses ;wzd
pe xes wﬁ% respecl fa pery@na 7% hekavzaral data. Means shoul eadli
ure onal data, and the main purpmw vf fi?ezr
‘the data controller,
L 4
!«hcz: is note excessive; ina reasona Ie manner; and ina form thai is madzl} intellig bfa* m
him; ¢) to be given reasons tf a request made ﬂﬁdf)‘ subparagraphs 2(151) cmd {bj is dzmrec}
and to be able to challenge s R el
the challenge is success)
E
>
. ed damages: the

S £ rsight: and the
expecfatzan ﬁ;za: cmlzne da&z z:oliectmn entzfzes wrlf ezzgagte appropriate practices to
ensure privacy protection {such as conducting mdeyendenx audits and the appointment of
a Chief Privacy Officer).

s Ifa beh@moral fargeter receives a subpeena, courl: order, grfegaf process thal veguires
isclosure of information about an zdenf able mdtvch?ml, the behavioral targeter
wlst, except where otherwise prohibited able efforts to aj notify the
individual prior to responding to the ,gubpoena! conrt order, o legal progess: and b)
provide the individual with as much advance notice us is remmxb[y practical before

responding.

o The FTC should establish a Bebavioral Tracker Registry.

o There should be no preemption of state laws.
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Behavioral Targeting & Online Privacy, Legislative Recommendations
Part L. Findings and Goals

1. Entities that behaviorally target seek to crr.ate compile, and use detailed profiles revealing
consumers” mtemsts activities, and rpersonal characteristics witho \ Bajor purpose
is i ST respense rates to advertising. Any econormie benetits of
thie ¢ for consumers of the bl’ﬁilﬁ@ﬂ“

videration when gover
SHOT QEtivity.

Hent

Consumer privacy must be given special and priority co1
“measures” th ;i.f‘ébengﬁts‘ related'to

Precedent: The Video Pri Proteetion Act limits the: compilation of video rental profiles to
protect privacy, notwithstanding the loss of advertising capability to industry.

Americans oppose the co nd sharing of financial, health, and other sensitive personal
information for poses. Unrestricted, an onling profile may include a wide rangé
of sensitive information abotit the ethnic, racial, i‘mancaaf and health status of a consumer.
Children and adolescents are a§§0 sub;ects of profiling and targeting. The use of sensitive
mﬁ}x:m‘amon for behavioral targeting is questionable, harmful, and invasive.

Sénsitive information should not be collected or used for behavioral tracking or targeting.
- Sensitive mformatton shounld be defined by the FTC and should include data about health,

Jinanees, ethnicity, race, sexual orientation; and political activity.

Precedent: Fair Credit Reporting Act. HIPAA Health Privacy Rule,

3. Redlmmg is the: practice of denyi ag or mcreasmg the cost of services such as banking;
mswame access 1o jobs, access to health cate, or even supermarkets to residents in certain. ofien
racially determined, areas. Red! ining can discriminate against people based on rage, gender,
sexual preference, ethnic origin, disability, wealth, income, and other characteristies.

the: };aractenstms Same fomsafred%mmg may vmiate e:ﬁii*simg law, and some:|
redlining seek fo manipulate vulnerable populations.

orms af

Use of behavioral targeting for individual reédlining activities should be illegal.

Precedent: Equal Credit Opportunity Act

targctﬁig, A defzad‘ 0, i)x~gartxsan iegxslatzon was enacted (C.PPA) desxgned to pmtwt
children under 13 from unfair data collection practices.
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However, with recently developed data collection techniques, the targeting of children and
adolescents is now a part of their gveryday online world. Children are increasingly snb}ectf.d toa
wide array of behavioral targeting practices through social networks, gamies, mobile services,
and other digital platforms that use technigues that evade current Iegal restrictions.

Scholars in neumbmenw and psychology have xdm{z 5ed a number of bxoiogmai and

extent that age can be inferred.

Precedent: Children’s Online Privacy Protection Act (1998).

5. Contextual advértising that does not involve the maintenance of information beyond the
current online sessxon within a websi oL series of websites does not need o be regulated for
privacy at this time. ’ o do not threaten the

adverhsmgnsupparted { model of Inte

it avax};abziﬂy

6. Self-regulation for privacy has consistently failed. Self-regulatory- efforts for behavioral
targeting that are developed without meaningful participation by consumers will not strike a fair

balance.

Goveriiment must ¢réate a baseline that will guarantee yrateaf on for consumer privacy and
nmyt also provide proper enforcepmient to ensure that uny illegal behavior is prosecuted

imtxatwe Onhml?rwacy_Alkan&&,
Part IL Fair Information Practices for Legislation/Regulation

As Collection: Limitation Principle

There should be Bniits to the collection of both personal and behavioral data and any such data
should be obtained by lawful and fair means and, where appropriate, with the knowledge or
consent of the individual.

BT Implententation Ideas:
L.An y consent forthe collection of information for behavioral targeting purposes must be

recent {e.g., within three months} and revocable. Once consent has expired or been
revoked, information collected with consent must be deleted promptly.

2.No forms of pt' etexting can be used to obtain user information. For example, a contest
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that seeks the collection of consumer information in exchange for the chanee to win a
prize is a pretext,

B. Data Quality Principle
Personal and béhirvioral data should be relevant to the purposes for which they are to be nsed.

BT Implementation Ideas:

1. Websites bhoﬁkf nl y mmaﬁy collectr and use data fmm CONSUMErs i’éyr d 2443@1@ pmod

sharing of i@w d

2.Datacolle ¢ted on usets who consent must not be retained beyond a period of three
months (the new Yahoo standard).

C. Purpose Specifi it

The purposes for which balh perssnaf and behavioral data are collected should be specified not

later than at the time of duta collection, and the subsequent use limited to the filfilhnent of those
purposes and with any change of purpose of the data the individual must be alerted and given-an

option fo refzese collection or use.

D. Use Limitation Principle 7 o _ ‘
Personal and behavioral data should not be disclosed, made available or otherwise used for
purposes other than those specified in advance except: a) with the consent of the individyal; or

b) by the anthority of

BT Implementation Ideas:

1.A behavioral ta  rgeter must determine in advance and. in writing ﬁxe parp’c}sea fbr whicl it

r1de é webpagesa’sweii as wx‘th‘ priva
eonsumer—fnendly cxp}anatzon of their data collestion practices.

3.A behavior al targeter cannot use or disclose information about an individual in a manner
that is inconsistent with its published notice, except where required by law,

4 No behavioral ta rgeting data can be used by any person in-any way other than for the

advertising puxp@ses for which it 'was collected. The use of the data for any credit,
employment, insurance, or governmental purpose or for redlining should be prohibited.
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E. Security Safeguards Principle
Reasonable security safeguards against loss, unauthorized access, modification, disclosire and
other risks should protect both personal and behavioral data.

BT Implementation Ideas:
LA behavmmi ta rgeter must (A) estabixsh appmpnate administrative, physical, and

sourity and confidentiality of information about
cxpated threais or hazard

sec umy or

§ aried po

5 , beh i a ‘le‘z)/ ‘establishing
eice and riatsire of; pers'aml data am:i t?ze main pwposes of thezr use, aswell asihe
identity and usual residence of the data controfler.

BT Implementation Ideas:

L.A behavioral ta zgetermust have a publicly available privacy policy that deseribes its
practices and polici wxm rasy ct o the o ilfcﬂ@n mamteﬁance use; and disclosure of
information abi v The privacy policy miust
deseribe the c:afeg ies Qf iformation coll cted the cate&on@s of information
mainfained, the source of the finformation, the uses of the information, the disclosures of
the information, and the sale and distribution methods. A behavioral targeter need not
include in its privacy policy any trade secret, The privacy policy must be understandable
by the average consumier,

2.1 norder to change its: privacy ‘policy, a behavioral targeter must provide public notice on
its website 30 days in advance of the change and, at the same time, specific notice to any
person who has requested notice of privacy policy changes.

 3.An ychangeto a privagy policy that has the effect 6f allowing additional uses of _
disclosures of information about an individual may apply only 1o information collected
after the effective date of the change.

G Indtwdual Parttczpatzon Pﬂnczple

3} o obtam fromda !7ehavmrai tmcker oF otherwise, eéonfirmation of whether or not the

behavioral tracker has data relating to him;

b} 1o have communicated to him data refazmg to him within a reasonable time; ot o charge,
if any, that is not excessive; in a reasonable manner; and i a form thar is readily
intelligible 1o him

¢ to be givenreasons if a request made under subparagraphs (¢) and (b) is denied, and 1o

be able to challenge such denial; and
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d) to challenge datarelating to him and, if the challenge is succes: sful, to have the data
erased, rectified, completed ¢ or amended.

BT Implementation Ideas:

1.1 ndividuals should have the ri ght 1o see, have a copy of, and delete any information about
them. If'a behavioral targeter is able to use information to iargei an :ndmdual i more
than one online session, then the targeter must pr he indivi 3
to see, have f, and delete the informatio

maintains.

‘Q.C?gnrsum:jﬁm should alwa ys be able to obtain their personal or behavioral data held by a
businiess engaged in tracking or targeting.

for access.

3.A behavioral fa rgeter may reject excessive requests

4] fabehavioral targeter receivesa suhpoena court order, or legal process that requires the
disclosure of information about an identifiab iizlual »the be“havxera! j__;
gxeept where otherwise pro d by 1aw

individual priotto respeudmg to thie snbp@eﬁa, court order, of lggai prowgs and prowde
the individual with as much advance notice as is reasonably practical before responding.

H. Aceountability Principle :
Every entity involved in any behavioral tracking or targeting activity ﬁbozdd be gecountable for
csmplymg with the law and its own policies.

L Redress Prznetpf}e
s should | rivate action with liguidated damages; the appropriate

: ; ations and vversight; and the expectation that online dara

ollection entities mll engage in dppropriate practices 1o ensure PFivacy protection (such as

t:tmducﬁng independent audits and Jtize appointment of a Chief Privacy Officer).

BT Implementation Ideas:

1.4 behavioral ta rgeter miust accept and give reasonable consideration to a complaint from
any individual who has a reasonable basis for believing tha% 2%36 behavioral targeter has or
uses information about the individual. A behavioral targete
the receipt of a complaint, mustxespond to all complaints Wxth 3() da}; s, and may exiend
the time for response by an additional 30 days by giving netice1 writing or by email to
the- compiamant

2.Consumers ag grieved by behavioral targeting activities that violate the. faw or a published
policy should have the right of private action that allows forthe awarémg of Hquidated
damages, attorney fees, and costs for successful plaintifls.

3.Pede ral and state agencies may bring enforcement actions on behalf of consumers fof
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violations of law or policy.

4. The FTC should maintai n an online registry of organizations that engage in behavioral
tracking, Behavioral tracking organizations should be required to provide current
information to the FTC registry that will, at a minimum: '

a) contain technical information required so that consumers can opt out of tracking through
tracking cookies, browser seftings or extensions, and other methods.

b) appearonline in a format so that third parties can develop consumer tools such as
browser settings or extensions of tracking cookie management software that will
automatically update from the registry.

¢} include the name, physical address, and contact information of the BT company doing the
tracking, along with information about how to file a complaint about the company or
about its Opi-out procedures.

d) include acomplete description of the categories of consunier information collected, all
online and other sources of consumer information, and the countries where the
information is stored.

5 A behavioral ta. rgeter must provide privacy training to all appropriate staff annually.

6.A b‘éhayi oral targeter must conduct an independent a};&ii; of its operations for compliance
with this law, and it must make the results of that audit public.

7.A behavioral ta. rgeter must designate a Chief Privacy Officer to supervise implementation
of and compliance with its privacy policy.

8.There should bene p  reemption of state laws.
Part H1L Definitions:

1. Behavioral Targeting: The practice of collecting and compiling data from and about an
individuaP’s activities, inferests, preferences, behaviors, or communications for interactive
advertising and marketing targeted to the individual, including but not lintfied fo the use of’a
profile that may be stored or linked to-a browser cookie, IP address, or any other persistent user

identifiers or tracking methods. Behavioral targeting does not include contextual advertising.

2. Individual: An individual includes any :

a) individual identified by name, address, account number, or other identifying particular
assigned to the individual; and

b) user of any online service or facility who is targeted (1) based on information ¢btained
more than a single transaction, online encounter, or other onling activity; (2)
notwithstanding the absence of a name; address, account number, or other identifying
particular about the user known to the behavioral targeter; and {3) when the behavioral
targeter has any reason 1o believe that the user being targeted is-a particular user about
whom the behavioral fargeter obtained information in the past ot ‘frony another source,
including the use of 1P addresses, browser cookies, and other persistent user identifiers or
tracking methods.
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3. Contextual Advertising: Contextual advertising is online advertising that does: not involve the
maintenance or siorage of information about an individual beyond the current online session with
a website or series of websites.

4, Profile: Data stored electronically containing information about an individual’s online
activities and behaviors, whether ot 1ot the name or other identifier of the individual is included
in the profile, and whether or not the data irichide information obtained from offline sources.

5, Behavioral Targeter: Any organization, including its agems, affiliates, and partners, engaging
in behavioral targeting (for commercial, non-profit, or governmental purpesgsy

regardless of source, about an individual’s income,
accounts.

6. Financial infotination: Any information,
‘wealth, investments; or bank or other ﬁnamnal.-

7. Health information: Any information, regardless of source, that relates to the past, present, or
future physical or sriental health ot condition of an individual; the provision of health care to an
individual; and the past, present, orfuture payment for the provision of health care to an
individual.
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About the members of the coalition:

Center for Digital Democracy: The Center for Digital Democracy (CDD) is dedicated to
ensuring that the public interest is a fundamental part of the new digital communications
landscape. URL: http:/Awww.democratiemedia.ory

Consumeér Federation of Americas Since 1968, the Cérzsamer cherauan Gf Mema { QFA)
has pmwded COMSUMETS a W Il-reasoned and articul
URL: bty /hws 3 .

Consumer Watchdog: Consumer Watchidog (formerly The Foundation for Taxpayer and
Consumer Rj‘ghts'} is a.consamer group that has been fighting corrupt corporations and creoked
politicians since 1985. URL: hitp://www.consumerwatchdog.org

Electronic Froutier Foundation: When freedoms in the networked world come nnder attack,
the Electronic Fronitier Foundation (EFF) is the first line of defense. URL: hitg/veww etlorg

Privacy Lives: Published by Melissa Ngo, the Website chronicles and analyzes attacks on
privacy and various defenses agams; them to show that privacy lives on, despite the onslaught,
URL: hspfiwwew privacylives.com

‘Privacy Rights Clearinghouse is a consumer organization
sumer awareness about privacy and to advocate for privacy
/WAy privacyri

i"nvacy Rzghts Cieaﬂngh(ms 7

.»Smce 1981 ,?nvacy szes ‘hﬁg pmvxdﬁd ﬁ's “réaders
5 ané? ihaughtfui insight m{e the events that shape the

.," 1 accurate mg@ﬂ;ng, objecnw 2
ongoing debate over privacy and Free

U.S. Public Interest Research Group: The federation of state Public Interest Research Groups
(PIRGs) stands up to powerful special interests on behalf of the public, working to win concrete
results for-our health and our well-being. URL: httpy/wwweuspire.org :

The World Privacy Forum: WPF is focused on conducting in-depth research, analysis, and
consumer educatien in the area of privacy. Areas of focus include health care, technology, and
the financial sector. URL: hitpe/www.worldprivacyforem.org
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